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E32 8BTS BRFILEIME BTGB ST AAAEATE
B2 MATKEELT
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EREHLBRRER ERENFELY
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EEPHER

RSME EFRFERERNS @ FERMEAE S AN > INEFZREARASRESE  EARARERF
MmEREF AR -

BMRPEIE—BRBERE L EHE
T BUMWAEXEKE 1 (Cross-site
Scripting, XSS) @ EBRE LA uh 2 IF
FTH BAIRBREM - L LAl EE
XERERBREN  BARNAEERHA
(Vulnerability ) & Y B & W 891
= o g CREEAKAINBR  EAEBARR
W LREAEBEGRENAREABIES
B BENHRITRENHA (Phishing)
F% - EEEREZIBERu RSB LUESER
SREVB Y - MHTEEBBILEFEERIFR
HISRIT AL I B AR ES » BN
BFE  FEFETALULEXER B8R
BTET EHEABETNEE - HWAHERN
BHE - HHEE - ERHEBIRNREHAE
EIR L - FRIND B ZE AT LR AR
% o T LR AR R R T EUERIEE L

BREZERMABENEY  SRIER—XIR
B TYMBEETREBRERNKEBRER > 758
B RRZBEBZNBESERRRE
afl » BSHRR(EER

W s o /
ERELTERNERRANAL
TR IERAIBTHERR - AX
AREgRIMNE  BROMAWLAJEEEN
FERENZE - ALIRAEBEN S NE
PlUE B — X 25 (One-time Password,
OTP) - FiX N EI FHE email 548 ©
A BB L BREEBRWAREINE 40
Java Script * AU B ARRIMNTER » <
NGRS - Blandmpk i AR5 (Popup
Window) MR TSN REERE

-
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kali2019 [Running]

e
D Eiraf, c N o NetHunte Offensive Security MSFU xploit-D G
pplications ¥ Places ¥ &) FirefoxESR ¥ 5un00:21 w rd A - & Nethunter flensive Securlty L MSEU Dxploit-05 {4 GH
BeEF Control Panel - Mozilla Firefox e ® 9
EF Control Panel X | BeEF Control Panel s =
> C @ ® 127.0.0.1:3000/uifpanel B - 9% | =
F Most Visited @ Getting Started
# Betr 0.4.70-apha | Submit Bug | Logout
Hooked Browsers tiing S Current Browser
=3 Oniine Browsers
45910028 ails s | Rider | XssRays | Ipec | Network | webRTC
? dwoze Module Tree Module Results History Pretty Theft
=3 Offiine Browsers P Your session has timed out due to inactivi
4£3127.00.1 rch Li. | date label Description:  Asks the user for .
2 Adliztood Fake‘las.u:ass ~ll0 ég%o :l:omma.. p’.‘:;sx:j“l"i':gaa Please re-enter your usemame and password to login.
? A 100210 Lcamtuf Download floating v
i
7 d¥100215 o 1d: 9
& Fake Flash Update
@ Fake Notification Bar (Ch Dialog Type: | Face|v
@ Fake Notfication Bar (Fir
@ Fake Notiication Bar (IE)] Backig Grey v
@ Google Phishing CustomLogo | hp:0.(
& Pretty Theft (Generic only).
@ Replace Videos (Fake
@ Simple Hiacker
@ TabNabbing
@ Fake Evernote Web Clipp
@ Firefox Extension (Bindst Executa
< > -
Jasic | Reque © Ready

BAILRERNER - (BHRR - FEREE)

FI FA7E Kali Linux FfJ BeEF T B 1TRAFI A (Exploitation ) 852 > H 35 Session 38 HAYB AN

' EERERE

K9 85 A Bk 8 28 8L Session 3& HA A9 4N
SREFAERALEBENEL - L4 BEZ
BARANKEEF - flan - FBREE
BEHE [ (Redirection) B2 E
I HREFs (OB R @l - BEREAEE
HEARZI BB Hook WML s hEH
b FE & =R BAE®E (Webcam) ~ £
WEE -~ hEERIVABAM (Notification
Bar) % - B AERIAMBERIELHE -
7f_ TER Al L?t% flﬁi}%E’J/ﬁJEI

EFFHMLL AL AT - ML uLE
ﬁ%ﬁﬁfﬁﬂ)ﬁ ?

R

' Trend Micro, https:/global.sitesafety.trendmicro.com/

* https://www.scamadviser.com/
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uh o WA AT LI AE R EE 2T L E AN
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MBEARF o ' b9 * Google B9 T L 28)
E | (Google Safe Browsing ) B A MEFS
ETETEEAGRE - DRI AT gERIEL
% o &2 ScamAdviser * Bl B2 %1 4638 7]
BEMS AR N TFER YL - ME BB &R -
BN MBS E AL EZ (Reputation)
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EATEES 40 URLVoid @ ° BE40 2 1B B A RRAEFELERE LR Rl R 58 3R T
40 B ERZREIMNARZEHRS (Blacklist BYAFPRABREENRY - ZH—EH
Report) EFEITAE 5 INVE IR HEAREEE NAIRBIZIARE (Whitelist) » RBEH
f} ( Domain Registration) * #¢ whois & FOEFHI AL S AR IS A BE S o HARAIE
4915, &30 ~ Reverse DNS » ANS IR A BE ITIRFE - EEMEEE2MS  BHRAR
EE o kb - ERREREAUL VirusTotal HIBR B % @ B AR KZ A

WA URL RS AR RNIERETRE & - HMEELIEBEEN BRI TE -
M52 Cisco Talos Intelligence * th.2—1& M HERRE LB R PGB o

A BNEERE AT A -
R EREIRE - BRI E S 'ﬁ'ﬁia*ﬂﬁﬂ* /

HEERA - ALBEER EEsEm - — BT ARIHIEREE ? O BE (Cer-
[BE D EE — R & - S tificate ) £ AHEEE 7
VSCAMADV|SER m‘s Search a website... Q Report | Help&info | & | ENw

Check ScamAdviser Before you Buy

Search a website... SEARCH

REPORT ASCAM GET HELP NEW: EMAIL CHECK

Learn about Scams

L5

Online Phishing & Investment & Advance Fee
Shopping Identity Theft Crypto Scams

Employment Subscription
Fraud Scams Other Scams...

ScamAdviser T —{ER BN T2 ARY - RBALBARNESERBEREESRZEASE  FRAEREAA
AU ERERAE SR  (Source: hitps://www.scamadviser.com )

https://www.urlvoid.com/
https://www.virustotal.com/gui/home/url

https://talosintelligence.com/

¢ BURRNZERRREERNBETR - BB RNEEREEM TLS (Transport Layer Security ) A2 A BARNEEEMEHE
HE—AI - AMRFIER R EDETIRRERNES - AREUNEYRILEERE]ENEER FENNES - AINZELTR
THEEARNE -
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ensive >ecu
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oit- ifcrack-ng

Secure Connection Failed

An error occurred during a connection to www.google.com.|Cannot communicate securely with peer:{no

common encryption algorithm(s). Error code: SSL_LERROR_NO_CYPHER_OVERLAP

* The page you are trying to view cannot be shown because the authenticity of the received data could

not be verified.

* Please contact the website owners to inform them of this problem.

Learn more...

Try Again

Report errors like this to help Mozilla identify and block malicious sites

R AEERE)

Google ABuhA s Hl 22 EE A
W BERESIIRE  2F
RBRIBNEE - (BAER

KMBABUR TEAZ N L
https:// 202 http:// * BLZ2EuL &K HE
MK https IR 2IER - ATMBEERZEN
£ 1i5 78 7% SSLStrip » AI BB AAEAKE -
H E R IE 4R https HYE E A [ R 5T E)
http E#R * RER I EAENEZNEH
W o T B RIS Bl pl Lol 2 2 E
K9 # @ (HTTP Strict Transport Security,
HSTS) - RAFFIRAu < EETERZ M
BRVES AN ERDR RIEEWE - Lt
BT EERREEMENER - M
B T ENERARIANER, HER

RN R MREAASE  FEEEH
WHRPRT "HEEE - LIRSIKRER
FEBRmAEA

— BXERREE RN

BPREERBIL R - BEASBER
TERE  SRRBHRMURLEN -2

w2 s URLMIAR - LINEREBER
HEr 7\

(—) WERFELEHZBuLFEL - B4]
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EEAEEEEL -

(Z) #iE= 484t (Short URLs) - fil#0
bit.ly ~ TinyURL FfT 42 f£ A9 45 %2 48 41k
PR - BESRENR RADUE MR ER
MR RER] - AMEBARERRE
FAUEE T HIERUNESER
BMEIEMEEZULESNSEE

2% RULAHRERTELT
a5

(Z) BUABBRESAGBRLZE W
google & M 5 i1 £ #& 3% #Y 48 33
% o 3 20 http://login.google.com.

T ARALEREA XSS KR - HIBRERR 2 Submit LR —RKEAEAER - HEFER G A -
P ENBEFSZR2NEMERBERALME  BRERSNEEER -
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Ja

myphishing.com/welcome.html -
LAt B8R 2 google I uk » 1B
T%ITEE’\J@Z% ?:\\I]XEE google =AW
#iErEE - FELURERES -

(M) TREHXRFT IS EEMU
email 1Y @ %t 9o HER LR
(dot) SRR (/, slash) - E41—
QE’Jl.ﬂiJJ: dot FVERE RBLA 3 (B
MRBEZ - PEAESEHEMERN
A - ZZDJ: 7t google login BB

B3 ﬁll.ﬂﬂé%ﬁ&ﬂﬁﬁﬁﬁﬁ
L \/ s _H_ = E—LEEH:H'
PRSI AIFTAR I, -

(&) BRI

(N) BERHEBEEE
TMIEARI2HE -

#REJ URL 2 & R IP

= BRI E R BER
- BuAR AR - EREER

FTRABEREISBHERNSR &8
FEM 0 mEARBR ,.\\ﬁ'ﬁﬁﬁ&' BAW
KWBRAE—EREET METHER
BEATTE °

Vmmmpmmesnrae  /

AR ARl 5% - AIRIBE S
B B E T R ARETT - HABRIEKL
B2 R RS - (BEZHRENER
BB - DB RE - BiEKEEE
(Machine Learning) BO#H - LLE #H

@ iems-postw-gov.com xe-l e

Last warning: your package will be S |
returned to the Sender | REES : 13149 ~
BEICRIREREEA @) sEmmaRans

~
Chunghwa Past Co

3
Chunghwa Post S IWEREL (B4R
B8 * Merchast BLA : Chusghwa
bl Purchase Ameouen TS2IA: 369 26£158 NT Doliars
¥A10.10 Ovder Mumser [THAMSE - TW-14237325-1

L

(= JncaJC )

Cardgholder name AR E

I l

Card Number -£ 8t

@ SRR E AN

Chenghwa Post Co.. L18

Dear Cestomser

Yonar peckige cou] et e delivared oo 817,31 Bocaund ro0 coserss [ ]
oty was paid ( 269 IREHS NT Dallary)

ation date H1k B9

(=B (=B

CVVICVW2

Merchaat BA  : Ohenghws Post
Order Nunber ITHEN

vt Aot 0] 3R OB

l To confiers the shipereat of yuur package Click beve I |

You will peccive an oned o SMS wies you amive i your home addssa
Yo wil have X dayy, Bom the date of svaikibliny, 1o withdraw the
package. Upen withdrasal, you willl be isbed foe 1D,

Pay / ={1

2021 © Chunghwa POST - Postal Services

& For mees servies, find the fellswisp of your ihipment by Clicklng
hore.

w.. Resstercad
SecureCode

- o

facebook.com

whois information

DNS Records Diagnostics

cache expires in 5 hours, 0 minutes and 39 seconds
S refresh

Registrar Info
Name RegistrarSafe, LLC

Whois Server whois.registrarsafe.com

Referral URL https://www.registrarsafe.com

Status clientDeleteProhibited https://www.icann.org/epp#clientDeleteProhibited
clientTransferProhibited https://www.icann.org/epp#clientTransferProhibited
clientUpdateProhibited https://www.icann.org/epp#clientUpdateProhibited
serverDeleteProhibited https://www.icann.org/epp#serverDeleteProhibited
serverTransferProhibited https://www.icann.crg/epp#serverTransferProhibite
serverUpdateProhibited https://www.icann.org/epp#serverUpdateProhibited

Important Dates

Expires On 2031-03-30
| Registered On 1997-03-29
Updated On 2021-10-18

AR S S RAEE SAAE LA - SEERE
ﬁ%ﬁ]\ FEUBEIIREENR - (BRRR - #ikm
BFERBEMND B » https:/mww.luzhou.police.ntpc.gov.
tw/cp-1087-82938-23.html )

BRBEEBEMSE TEERTARTANA
TEII M EHT 481 ; 8% facebook.com 7T whois FT & =8
AR EEMER - (BRER : EERME)

’ IR URL RE @ BBK  RTY TER LANBERIRELBRBHEN - LAERA - LEENSHMALR -
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AARBRATHERS - TaRLHE
RIRET R B 1 R AT B RS R BT —
T -

FBEFE (Feature) MIERRLIRER
SR - HEEE—ERE > ° 2R A
EENRERRBENERZ —=2RERRES
(Proxy Server) LIERiREMRE R RER
PAIRE—Z RERACRA - B 1 &R
ZUBIE & 1 RIS IA R BeRVST BB -

AILUEEZBARRIZAIFNRER L
BILBREDIT - EWMHLEEERNEGRIR
AH Email - B—LRFEBHERTE A

F MR % (Feedback)
CNN

SVM

Logistic Regression

42 ZHEHRARRE
RIZZE A P mRER
w3

1. ¥l prakiesg o) URL %
# » Ald Proxy Server #4T
PR B4 AT 48 M AR R

Random Forest

Facebook ~ Twitter & LA 2 RIRFE
2 Line ~ IG ~ Messenger & © A L B8R
EVFIRESEERI 28 - AILIZBAEE
RIGLE  MERHNEWAZRES » (HAK
B —LERANERERERN (BB EFAMRES
ETLUECRAPImE R ) EITERE
ENFIE  REAPEIFNLEEREKS
EARTE ©

'%%ﬁ%ﬁki@izﬁé
HEBRE AT ERER TS
AEF - (BHIEAZIELTEHNEEIMIE - 4

=y

R BB
Z TR s

g

At —

%

]

2. Proxy Server J§ FH £ £ &9
RIFHMER TR RTHR
FIA e Rz EBEREE -

41 ZHEBE2A
%4 Web IR B

.EARE  RIBITREZS
A& #) (Dynamic Analysis)

B 1 EBAURSEBRERRZUFIBRR

" IR FABEMAAR AR (Random Forest) ~ #EFEMHAAEE ( Convolutional Neural Network, CNN ) siE fhies 22 B = -
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*1 WEERZZRZHEEHGIS

RR MY & g

# URL = URLIVRE « 2E&EMA IP A - EEEABEREL - 2E6F @ 1Y

& 98 s URLHEIR .7 (dot) & '/’ (slash) x& -~ 2H

e B4R (Prefix) R4 (Suffix) - 2&E https FITE - &
FFORMIBSE (Port) &

URL S > CERAEEBARXIIBEENHE EEEAREANRE

AENES (Popup Window ) ~ AR 7% 5% 5 Bz 3 72 /& Server Form Handler

58 (SFH) RER/RZANRIEAANRMESE - RERMEE T E MRS
BIEEMN - REBAREINIRECEH - REEERF

13 & uh
Pk 2 16 R AR R MR RER AR  MUER 2B  HIERIRENNE
e

AR ~ EREBE AR 2B EE R RSN NNEE - TEE—R
ERMPTRAOEE - 28  (ERFT—K EBe—X.,  BRESHEZ2EATLE
BN BBt ZEREHIIKE » 2 EXENFEELEE —REREEE -
BRI MARHB I XA - 8X2
FREREMBRALE Z2FMERFEFIR ™) ﬁ ™)
& EREANBE  FRFITAREN -
RERT - AMALEEHEEE SRR
WINENHE @ NRITIEBEFINHER
B — R BT 5 (Deepfake) > HEFXEEH
(Deep Learning ) Eif%E (Fake) #5ETE
—#  BEERBALEERZ2HAEKIE

HABEAGEELER
DITEEHS (ESAM)
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